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sensing network

In this paper, we propose a framework that protects the communication for programming
logic controllers (PLCs) and sensors in a supervisory control and data acquisition (SCADA)
network with an improved moving target defense (MTD) scheme that thwarts attackers in the
reconnaissance stage. Our framework changes the Internet Protocol (IP) addresses of each host
based on specified time intervals, and the scheme does not need to transmit the IP address to the
communication parties for notification. The scheme uses the Domain Name System (DNS) and
Dynamic Host Configuration Protocol (DHCP) to improve existing MTD schemes, which may
have synchronization problems or a single point of failure. Moreover, adding DNS and DHCP
into the MTD scheme significantly lowers the cost of deployment compared with deploying
MTD devices before each PLC, making it feasible for an enterprise to implement. Experimental
results are presented to demonstrate that our framework can effectively protect a network and
that its performance is acceptable.

1. Introduction

Most programming logic controllers (PLCs) and sensors in a traditional supervisory control
and data acquisition (SCADA) network are connected in serial communication such as with the
RS-232 or RS-485 standard. In this way, the connection is simple and fast. However, such
implementation is difficult to realize in larger fields (water utility, power grid, or related PLCs)
due to the transmission speed and transmission distance. With industrial control system (ICS)
networks gaining in popularity, the communication in ICSs has gradually changed from serial
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communication to Ethernet communication. The advantage of the change is that Ethernet
communication supports existing protocols and increases the transmission distance and speed.
However, it also brings security risks. Since serial communication is a relatively closed system,
the impact is not high when faced with a cyberattack. However, Ethernet communication
increases the risk of an attack in devices and sensors.

Information security is becoming increasingly important because of the sophistication of
cyberattacks nowadays. Moreover, ICS attacks are also increasing. Hackers attack critical
infrastructure to make a profit, which is harmful to both the government and people. For
example, in 2015, the Ukrainian power grid was hacked, causing a prolonged power outage. In
February 2021, an attacker remotely accessed a Florida water treatment facility to modify
chemical levels in drinking water, which could have damaged people’s health. In May 2021, an
American oil pipeline system suffered a ransomware cyberattack, which led to a fuel shortage.
By modifying information in sensing systems, attackers can perform malicious operations on a
system. Therefore, ICS security is vital in this era.

Traditionally, firewalls and intrusion detection systems (IDSs) are used to protect [CSs. Some
policies are set to avoid attacks. However, vulnerabilities cannot be avoided completely since
attackers have unlimited time to break into systems. Moreover, ICSs are often not updated to the
latest version to ensure the stability of ICS operation and may suffer from zero-day attacks.
Machine learning (ML)-based IDSs have also been studied as a means of protecting IDSs, which
also reduce the rate of false detection. However, these methods are all targeted at reducing
vulnerabilities and avoiding attacks, which may not be enough for ICS security. Therefore, a
moving target scheme has been introduced into ICS security.

Different from the traditional defense, moving target defense (MTD) aims to hide devices to
thwart attackers at the reconnaissance stage. MTD changes some communication parameters in
the system every time interval. For example, the Internet Protocol version 4 (IPv4) addresses of
the communication parties are changed every minute, which makes it difficult for attackers to
guess the address of the targeted devices. Even if attackers find the address, it may be changed
immediately, and the scheme can be more powerful in Internet Protocol version 6 (IPv6) since
the address space is large. To implement the MTD scheme for most SCADA networks, we
initially added MTD-enabled modules for each PLC. According to the experimental results, the
method is compatible with all devices. However, the deployment cost is relatively high for the
related devices. Therefore, in our study, we introduce the Domain Name System (DNS)) and
Dynamic Host Configuration Protocol (DHCP)® into the MTD scheme. The advantage of
introducing DNS is that the deployment cost can be reduced. Thus, the scheme can be applied to
sensing networks to serve as a protection layer to prevent attackers from malicious operations.
However, the efficiency and security of the communication are somewhat sacrificed in the
communication.

The remainder of this paper is organized as follows. In the next section, we describe previous
related studies on ICS security including ML-based IDS and MTD schemes. Then the proposed
scheme and testing for implementation are presented, followed by a conclusion.
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2. Related Work

This section presents studies on ICS security including traditional defenses such as IDS and
access authentication. MTD is then introduced, including time-based MTD and mobile IPv6-
based MTD. The disadvantages of these approaches are briefly discussed.

Traditional defense in ICSs mainly focuses on access authentication and IDSs.® These
methods aim to detect anomalous traffic to thwart potential attackers and illegal users. Lu ef al.
proposed a scheme of access authentication for ICSs, which achieved two-way authentication
and secured the privacy of communication parties.¥ ML-based IDSs are also becoming
increasingly popular because of their low false positive rate and high rate of correct prediction.
Elmaaradi et al. proposed a new scheme for IDSs based on an ANN. This architecture uses both
network-based and host-based IDSs to overcome their respective limitations.®) Khan et al.
proposed a method using a hybrid model that takes advantage of the characteristics of ICS
communication and uses a three-level detection approach to detect malicious traffic.(®)

To hide the addresses of ICSs in a SCADA network, MTD has been introduced into ICS
security. Heydari et al. proposed an MTD scheme, Moving Target [Pv6 Defense (MT6D), where
the communication parties change their addresses without notifying each other.”) The
communication parties calculate the modified addresses with MTD-enabled devices. The MTD-
enabled devices utilize dynamic IID obscuration to change their addresses so that attackers
cannot discover them. However, a time-based scheme can lead to synchronization problems,
resulting in a large communication delay. Therefore, some mobile [Pv6-based MTD schemes
have been proposed to avoid synchronization problems. In Ref. 8, the mobile [Pv6 protocol was
used in the MTM6D scheme, which takes advantage of the binding update procedure in the
standard mobile IPv6 protocol to notify the communication parties of new addresses. The
benefit of the mobile IPv6-based scheme is that devices can communicate with each other while
moving. However, the lack of privacy and anonymity is a problem of the scheme since addresses
are sent in the network. Therefore, it is possible for the devices to suffer a black-hole attack.
MTM6D 11 was then proposed to improve MTM6D. The scheme improves privacy and
anonymity by removing the permanent IP addresses from all packets. However, confusion in
communication occurs in a multi-receiver situation. In the scheme, the transmitter must notify
the communication parties that their addresses are going to change. However, if one of the
receivers does not respond to the transmitter, then a communication delay can occur.

3. Architecture

This section presents the scheme we proposed in a previous paper,(!?) a time-based MTD with
IPv6 (TMT6D), and discusses the disadvantages of the scheme. The scheme secures a SCADA
network by MTD. Figure 1 shows the architecture of the MTD scheme. The source IP address of
the packet is 172.16.6.1 and the destination IP address is 172.16.6.2. The packet is then processed
by an MTD-enabled device.

The MTD-enabled device of the human—machine interface (HMI) translates the IP address
of the packet into IPv6 format by the MTD mechanism program. In the translated IP address of
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Fig. 1. MTD architecture.

the packet, we take the first eight bits of the host ID as the device identifier. The purpose of the
device identifier is to avoid IP address collision. The source and destination IP addresses of the
packet are translated to the original address by the MTD-enabled device of sensor 1. The
translation not only implements the MTD scheme but also makes the communication transparent.

To improve the synchronization of MT6D, we introduced a modification factor into our
MT6D scheme, which is invoked when communication starts. The modification factor specifies
the timestamp of the packet and can be divided into two parts: (1) a request part and (2) a reponse
part. When the transmitted packet is sent, the modification factor (device time) of the packet is
included. The receiver modifies the time using the modification factor and adds the modification
factor (corrected time) into the packet as it responds to the transmitter. Below is an example of
the modification factor.

In Fig. 2, the communication parties are initially not synchronous. However, with the
assistance of the modification factor, the HMI can correct its time on the basis of the device
time. In each communication, the communication parties add their timestamps to their packets
to correct their time as shown in Fig. 3. However, it is infeasible for an enterprise to implement
the above-mentioned scheme because an MTD-enabled device is required for each PLC or HMI,
making the deployment cost high. Therefore, in this paper, we propose a DNS- and DHCP-based
MTD scheme to lower the deployment cost.

Figure 4 shows the architecture of the proposed scheme. We use DHCP to periodically
allocate the IP address of each node device. The communication between two nodes relies on
DNS. When DHCP sends a new IP address to a node, it updates the IP table in the DNS server at
the same time. The IP table records the IP address corresponding to each node device. If the
HMI needs to connect to Sensor_1, it can perform a DNS lookup, and DNS will reply with the
address of Sensor 1. Then, the HMI can communicate with Sensor 1.
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The IP address assigned to each node is randomly selected by DHCP from its internal IP
pool, and each IP address is unique. Therefore, the situation that two nodes use the same IP
address does not arise. In other words, the problem of IP address collision is eliminated.
Additionally, each node does not need to use its own timestamp as a parameter to calculate a
new IP address, so the time error of the device will not affect communication. The mechanism is
performed by one DHCP server, so the problem of time synchronization in MT6D also does not

arise in the scheme.
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In this mechanism, the cost of implementation is very low, because it is not necessary to
connect an external device that is responsible for IP mutation to each node. As a result, we can
perform large-scale deployment using this mechanism without a heavy cost.

Now, we explain the operation procedure of this practical MTD architecture. Initially, each
device sends out a broadcast packet. The DHCP server replies to each device and assigns an [Pv4
address to it. DHCP then updates the IP table in DNS. If the HMI needs to connect to Sensor 1,
it sends a request to the DNS server. The DNS server replies with the IPv4 address of Sensor 1.
Then, the HMI can connect to Sensor 1. Another feature of this mechanism is the lease term.
When DHCP assigns an IP address to a node, it sets an available period for this IP. The IP is
returned to the IP pool of DHCP after its expiration, and DHCP assigns a new IP to the node. We
can adjust the frequency of IP mutation by changing the lease term of the IP assigned to the
node. Figure 5 shows the relationship between the attack and MTD. If the period of IP mutation
is shorter than the period of attack, the device will not be attacked. This is realized by setting the
lease term to protect each node device effectively.

In summary, this DHCP-based MTD scheme contains the following four features. First, it can
be implemented with legacy technologies and can avoid introducing additional problems.
Second, the cost of implementing its mechanism is low, making it suitable for large-scale
deployment. Third, the problem of IP address collision does not arise. Finally, time
synchronization between node devices is not important in this mechanism because we do not use
a timestamp while calculating IP addresses. On the contrary, all the IPs are assigned by the
DHCEP server.

4. Experimental Results

To implement the MTD scheme with MTD-enabled devices, we first construct an
environment with Schneider PLCs. In the architecture, users connect to the HMI to request data.
The HMI requests the PLCs to acquire data from the sensors through Modbus/TCP.

In the scheme, TMT6D consists of two modules: the IP update module and the IP transfer
module. The corresponding pseudocode is provided below. In the program that generates an
IPv6 address, we hash the input key and the timestamp of the device and return the processed
IPv6 address. In the IP transfer program, we change the IPv4 address into an IPv6 address and
transfer the address to the receiver.

Hacker

lScanning Preparing
F The period of IP mutation + The period of IP mutation %

IP mutation - IP mutation IP mutation
Device

Launching
attack

Launching

Scanning attack

Preparing

Fig. 5. Schematic diagram of IP-hopping defense.
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Algorithms 1-1 and 1-2 give the method of changing the IP addresses of the MTD-enabled
devices. The program first requests the operating system to add or delete the IP address through
Windows API. Algorithm 1-1 illustrates how the program generates the IP address and ensures
its security by the use of a secret key. In Algorithm 1-2, the program generates a task for the
system to execute the IP modification in a certain time interval.

Algorithm 1-1
IP address update (generate IPv6 address).
1 [P_addr update(string prefixIP,string secretKey,long time){

2 string Hkey = $”{secretKey}:{time}”;

3 byte[] Hbyte = ComputeHash(Hkey);

4 string Hstring = “ *;

5 for (int i = 0; i < Hbyte.Length; i++)

6 Hstring += Hbyte[i]. ToString(*“x2”);

7 return $”{prefixIP}:{Hstring.Substring(0, 4)}:{Hstring.Substring(4, 4)}:{Hstring.Substring(8, 4)}:
{Hstring.Substring12, 4)}”;

8 3

Algorithm 1-2

Dynamic IP address change algorithm.

Dynamic IP change(string prefixIP,string secretKey,long time){

while (true){

string Skey = “Device_SecretKey”;
string prefix_IP = *“2007:0cb5:85a3:0000”;
DateTime current_time = DateTime.Now;
delIPv6(“Eth1”, Genertator(prefix_IP, Skey, current_time.AddMinutes(-2).Ticks));
AddIPv6(“Eth1”,Genertator(prefix IP,Skey,current time.AddMinutes(-2).Ticks));

0NN B W~

Algorithm 2 demonstrates the process of transferring a packet in the MTD-enabled device.
First, we use a receiver socket to listen to the message sent by the lower-layer device. Once the
receiver socket receives the original IP address, it looks up the corresponding secret key in the
table. With the secret key, the MTD-enabled device calculates the destination IP address and
builds a transmitter socket to communicate. To authenticate the effectiveness of our MTD
scheme, we compare the behavior of our experimental system before and after introducing the
scheme. In the first comparison, we observe the return time of packets when the user sends
Internet Control Message Protocol (ICMP) packets to PLCs. In the second comparison, we
observe the differences in every HyperText Transfer Protocol (HTTP) request of the HMI. The
results of the comparison are provided.

Algorithm 2

IP address transfer.

1 IP_address_transfer(string srclP, string dstIP, string message){

string dst_PrefixIP = getReceivedPrefixIP(dstIP);

string dst_Skey = getReceivedSkey(dstIP);

string dst_newlP = Generator(dst PrefixIP, dst Skey, DateTime.now);
Socket transmitter _socket = new Socket(dst_newlIP, 502);

transmitter _socket.send(message);

H

NN kAW
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Figure 6 illustrates the difference in the response time of the ICMP test. From Fig. 6, although
the return time of the ICMP packets of TMT6D is longer than that of the original packet, the
time difference is less than 1 ms. Therefore, we infer that there is little adverse effect on
efficiency upon introducing TMT6D. To ensure that the scheme is feasible and does not
influence user experiences, we compare the average time of downloading webpages. Figure 7
illustrates the return time of the HTTP request. The effect of introducing TMT6D into the
system on users is almost negligible according to the results. However, the deployment cost of
the implementation is heavy. Therefore, we proposed the DNS- and DHCP-based scheme to
reduce the deployment cost. The results show that the DNS- and DHCP-based scheme has the
same efficiency as the original scheme and TMT6D. However, the success of the method
depends on the cache time of the computer and browser. If the computer or browser does not
query the DNS within the cache time, the communication will fail.

ICMP
Original VS TMT6D

=@ 0rignal Time === TMT6D Time

Fig. 6. (Color online) ICMP test.

HTTP
Original VS TMT6D

30

NO 10 20 30 40 50 60 70 80 920
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Fig. 7. (Color online) HTTP test.
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Table 1
Average response time of Schneider PLCs

Average response time

30s 10s 5s 2s 1s
TMT6D-300 68.27 ms 64.13 ms 60.20 ms 62.43 ms 66.41 ms
Normal-300 51.89 ms 51.89 ms 51.89 ms 51.89 ms 51.89 ms
TMT6D-600 75.04 ms 73.26 ms 75.20 ms 75.76 ms 74.34 ms
Normal-600 65.60 ms 65.60 ms 65.60 ms 65.60 ms 65.60 ms

Table 2
Packet loss rate of TMT6D scheme.

Packet loss rate

30s 10s 5s 2s ls
TMT6D-300 0.00% 0.00% 0.00% 0.00% 0.00%
TMT6D-600 0.00% 0.00% 0.00% 0.00% 0.00%

Tables 1 and 2 show the results of 1 min tests. In Table 1, we compare the average response
times of adopting the TMT6D scheme and adopting the original PLC communication without
any scheme (Normal) in a 1 min test. The first row of the table gives the IP change rate in s, and
300 or 600 in the first column denotes the request rate (requests/min) of the HMI. We can see
that the cost of the TMT6D scheme is only around 10 ms. Therefore, hiding the devices from
attackers only requires 10 ms. In the MT6D scheme, the packet loss rate gradually increases
when the IP rotation interval is less than 10 s. However, in Table 2, we can see that there is no
packet loss in the TMT6D scheme even when the IP rotation interval is less than 1 s.

5. Conclusion

Since ICSs have gained increasing attention in recent years, there has been increasing
research on the related information security.(!"-!? In this study, different from other studies, we
propose a method that focuses on solving the problem of vulnerabilities in ICSs. In MT6D,
packet loss occurs within a 10 s address rotation interval and address collision may occur. In our
scheme, we generate dynamic collision-free addresses. We propose a scheme based on
dynamically changing addresses to prevent devices from being found by illegal users and a time
modification factor to reduce the problem of time synchronization, and we give pseudocodes for
our scheme. According to the results of an experiment, our scheme can achieve similar
performance to MT6D, indicating the feasibility of the improved MTD scheme. Moreover, to
reduce the deployment cost, we propose a DHCP- and DNS-based architecture for
implementation in the real world. In this paper, we give the complete operation procedure of this
practical architecture. However, the scalability of the MTD scheme still needs to be tested while
implementing such new architecture. In the future, we will carry out such testing so that our
scheme has high performance in the real world.
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